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Department of Homeland Security / 
Idaho National Lab
• DHS INL/EXT-06-11478
• Control Systems Cyber Security: 

Defense-in-Depth Strategies
• Defense-in-Depth
• Segmentation, iDMZ

International Electrotechnical 
Commission 
• IEC-62443 (Formerly ISA-

99), Industrial Automation 
and Control Systems (IACS) 
Security

• Zones and Conduits
• Defense-in-Depth
• Segmentation, iDMZ

National Institute of Standards 
and Technology
• NIST 800-82, Industrial 

Control System (ICS) 
Security

• Cybersecurity Framework: 
Identify, Protect, Detect, 
Respond, Recover

• Defense-in-Depth
• Segmentation, iDMZ

Department of Homeland Security / The 
Industrial Control Systems Cyber 
Emergency Response Team (ICS-CERT)
• Recommended Practices, Secure 

Network Architecture
• Defense-in-Depth
• Segmentation, iDMZ



• Creating a Standards and Policies Framework and 
Documentation

• Document current state:

• Drawings – logical & physical

• Cybersecurity gaps.

• Identify all plant floor assets & associated vulnerabilities

• Prioritize based on CVE and asset criticality.

• Network Architecture - Design

• From Firewall to Plant Floor Segmentation

• Drawings – future state

• Plan to move from current to future state (can be 
phased) to close cyber gaps and ensure network 
reliability.





• Implement design – segment & layer the network.

• Micro-segmentation strategies.

• Design & implement a Secure Remote Access Strategy.

• Patching strategy & plan.

• Secure communication strategy.

• Firewall & iDMZ design & implementation.



Most often we don’t get to build from scratch, so what are the high 
priority tasks to tackle first?

• Network segmentation

• Asset Identification & Threat Detection

• Incident Response Planning

• (These are like the kitchen – hard to live without).







• Do the work right the first time. 

• Find partners that live up to those standards 
defined in your “Foundation”

• Do you have the capacity to be the General 
Contractor – ensuring your sub-contractors are 
abiding by your standards? (ie: don’t be afraid to 
use partners not just for installation but for 
management).



• Penetration Testing

• Threat detection

• Recovery Plan
• Application backups & version control (FTAC)
• Response plan

• Governance strategy: review and update drawings, 
policies, standards, plan execution and ownership.







• Align on Network & Cybersecurity ownership 
internally.

• Putting up walls without a foundation is not going to 
be successful; layout your plan. 

• Work cross-functionally to generate your 
network & cyber policies and standards.

• You don’t have to build a house; you can start with 
one small renovation. But you need to start!




