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LIKE THE WALLS OF YOUR HOME SHOULD BE STURDY ENOUGH TO PROTECT YOU
FROM THE ELEMENTS, A GOOD CYBERSECURITY DEFENSE SHOULD HAVE
LAYERS OF DEFENSE AGAINST EXTERNAL THREATS.




THINK OF CYBERSECURITY LIKE BUILDING A HOUSE

CREATE THE | BUILD YOUR INSTALL THE
BLUEPRINT | FOUNDATION | THE WALLS FINISHES

MAINTAIN
YOUR HOME




CREATE THE BLUEPRINT

International Electrotechnical R National Institute of Standards
Commission and Technology
* IEC-62443 (Formerly ISA- * NIST 800-82, Industrial
99), Industrial Automation |S) Control System (ICS)
and Control Systems (IACS) - Security
Security * Cybersecurity Framework:
+ Zones and Conduits IEC Identify, Protect, Detect,
+ Defense-in-Depth . Respond, Recover
+ Segmentation, iDMZ * Defense-in-Depth
* Segmentation, iDMZ
Department of Homeland Security / The Department of Homeland Security /
Industrial Control Systems Cyber Idaho National Lab
Emergency Response Team (ICS-CERT) « DHSINL/EXT-06-11478
* Recommended Practices, Secure + Control Systems Cyber Security:
Network Architecture Defense-in-Depth Strategies
¢ Defense-in-Depth * Defense-in-Depth
* Segmentation, iDMZ + Segmentation, iDMZ

% ICS-CERT

INDUSTRIAL CONTROL SYSTEMS CYBER EMERGENCY RESPONSE TEAM




BUILD YOUR FOUNDATION

* Creating a Standards and Policies Framework and
Documentation
* Document current state:
* Drawings - logical & physical
* Cybersecurity gaps.
* Identify all plant floor assets & associated vulnerabilities

* Prioritize based on CVE and asset criticality.

* Network Architecture - Design
* From Firewall to Plant Floor Segmentation
* Drawings - future state

* Plan to move from current to future state (can be
phased) to close cyber gaps and ensure network
reliability.




BUILD YOUR FOUNDATION

STANDARDS AND POLICIES EXAMPLES

OT Network Equipment Standard

1. Purpose and Scope

This standard defines the requirements for networking equipment used in the Operational Technology
(OT) network, ensuring compliance with NIST SP 800-82r3 guidelines for OT security. It applies to all
network devices within the OT environment, including industrial control systems, SCADA systems, and
other critical infrastructure components.

2. Network Segregation
2.1 The OT network shall use its own physical hardware, separate from the IT network.

2.2 Any connections between OT and IT networks must be carefully controlled and secured
through appropriate measures such as firewalls and demilitarized zones (DMZs).

2.3 Implement a minimum of three network segments: Enterprise, DMZ, and Control System
networks.

2.4 Employ a Layer 3 switch for OT routing and traffic aggregation within the Control System
network segment. This switch will act as the primary routing device for inter-VLAN
communication and provide a centralized point for implementing security policies and traffic
monitoring.

2.5 Redundancy and High Availability
2.6 Implement redundant network paths for critical systems.

Implement a high-availability firewall pair for the Industrial Demilitarized Zone (IDMZ) to
ensure continuous protection and connectivity between the IT and OT networks

OT Backup and Disaster Recovery

1.

Purpose and Scope

1.1. Customer shall implement comprehensive backup and recovery processes to ensure the resilience and
recoverability of OT systems and data. The backup strategy shall utilize Cohesity as the primary backup

mechanism, complemented by FactoryTalk AssetCentre for Rockwell-specific applications and other
relevant devices.

Integrated Backup Strategy
2.1. Cohesity as Primary Backup Solution for Servers and Critical Workstations
2.2. FactoryTalk AssetCentre for Rockwell-Specific Backups

2.3. Solarwinds and Cisco DNA (With compatible devices shall be used to backup and maintain Network
Equipment.

ladi

Cohesity shall be used as the primary backup solution for all OT systems, i g servers, work ions

3.1, Configure daily incremental backups for all servers and workstations

3.2. Implement weekly full backups scheduled for (DAY OF WEEK AND TIME)

3.3. Set retention period of 30 days for daily backups

3.4. Maintain quarterly archives for 1 year

For Rockwell Automation applications and devices, Sub-Zero shall use FactoryTalk AssetCentre:

4.1. Implement FactoryTalk AssetCentre to provide centralized backup and version control for:
4.1.1.PLC programs and configurations
4.1.2.HMI applications

4.1.3.Drive configurations
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PUT UP THE WALLS

* Implement design - segment & layer the network.

* Micro-segmentation strategies.

* Design & implement a Secure Remote Access Strategy.
* Patching strategy & plan.

e Secure communication strategy.

* Firewall & iDMZ design & implementation.




PUT UP THE WALLS

Most often we don’t get to build from scratch, so what are the high
priority tasks to tackle first?

* Network segmentation

* Asset Identification & Threat Detection

* Incident Response Planning

* (These are like the kitchen - hard to live without).




PUT UP THE WALLS

NETWORK ARCHITECTURE DESIGN EXAMPLE

Corporate Firewall

Dashboarding/ERP
Software

o

Cloud Extended
Applications

Local User Computer
. or Virtual Terminal for
sessnsteasase Vendor Access

Engineering
Work
Station(s)

] OT Domain Controllers E

SIEM
Patch Management

Level 2

10 Ne'

Level 0-1

Route Traffic through Firewall for Zone to Zone &
Communication

Operator Dashboarding




PUT UP THE WALLS

; {0 Enlerprise and Legacy Network:
—| ‘—i Remole System
L] 5 e o Small, medium manufacturing sites do not even have a
F %@ Firewall between IT and OT
I
Phased Approach:
{ ! mml [ ! m_‘l o Phase 1: FortiGate to segment IT from OT. Leverage FG to
I |

baseline OT & segmentation

B - i o Phase 2: Re-design iDMZ based on customer’s architecture

i ey ok b e opera"ons
. [ . ” " ] O H =
Redundant OT Authantication Data Control | | Engineering
Server Historian Console Workstation
| | |

Management o Phase 3: Enhanced security in level 2.5 and below. E > W
traffic inspection. Additional security controls: Endpoint
protection and Secure Remote Access.

Field
Level

I 1 1 1




INSTALL THE FINISHES

* Do the work right the first time.

* Find partners that live up to those standards
defined in your “Foundation”

* Do you have the capacity to be the General
Contractor - ensuring your sub-contractors are
abiding by your standards? (ie: don’t be afraid to
use partners not just for installation but for
management).




MAINTAIN YOUR HOME

* Penetration Testing
* Threat detection

* Recovery Plan
* Application backups & version control (FTAC)

* Response plan

* Governance strategy: review and update drawings,
policies, standards, plan execution and ownership.




MAINTAIN YOUR HOME

RECOVERY OPTIONS

Rockwell Automation’s automation asset management solution a0

< @ Y,

Version Disaster Lifecycle Track & Security Vulnerability
Control Recovery Management Trace Management




REFERENCE ARCHITECTURE

YOUR FINISHED HOUSE!

Figure 1-1 CPwE Architectures

Internet
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= Network
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YOUR BLUEPRINT

» Align on Network & Cybersecurity ownership
internally.

* Putting up walls without a foundation is not going to
be successful; layout your plan.
* Work cross-functionally to generate your
network & cyber policies and standards.

* You don’t have to build a house; you can start with
one small renovation. But you need to start!
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QUESTIONS?

THANK YOU!



