
Product Identification - Microsoft DCOM Hardening Patch 
The Active and Active Mature products listed below are directly affected by the Microsoft 
DCOM Hardening patch: 
 

Directly Affected Products 

• FactoryTalk® Services 
• RSLinx® Classic 
• FactoryTalk® Linx 
• FactoryTalk® Linx 

Gateway 
• FactoryTalk® Linx 

Data Bridge 

• FactoryTalk® View Site 
Edition 

• FactoryTalk® ViewPoint 
• FactoryTalk® Batch 
• FactoryTalk® Edge Gateway™ 
• ThinManager® 
• FactoryTalk® EnergyMetrix™ 

• FactoryTalk® ProductionCentre® 
• FactoryTalk® Transaction 

Manager 
• FactoryTalk® VantagePoint® 
• Pavilion8® 
• Emonitor® Condition Monitoring 

Software 
• KEPServer Enterprise 

 
The Active and Active Mature products listed below are indirectly affected by the 
Microsoft DCOM Hardening patch: 
  

Indirectly Affected Products 

• FactoryTalk® Policy 
Manager 

• FactoryTalk® System 
Services 

• FactoryTalk® Linx 
CommDTM 

• ControlFLASH™ 
• ControlFLASH Plus™ 
• Studio 5000 Logix 

Designer® 
• Studio 5000 View 

Designer® 
• Studio 5000® Logix 

Emulate™ 
• Studio 5000 Architect® 
• FactoryTalk® Logix Echo 
• FactoryTalk® AssetCentre 
• FactoryTalk® Historian SE 
• Application Code Manager 
• FactoryTalk® View 

Machine Edition  

• RSNetWorx™ 
• RSLogix 5000® 
• RSLogix 500® 
• RSLogix™ 5 
• FactoryTalk® Metrics 
• FactoryTalk® Production 

Management 
• FactoryTalk® Quality 

Management 
• FactoryTalk® Warehouse 

Management 
• FactoryTalk® EI Hub 
• FactoryTalk® 

PharmaSuite® 
• FactoryTalk® AutoSuite 
• FactoryTalk® CPGSuite®  

• FactoryTalk® Analytics™ 
EdgeML 

• FactoryTalk® Analytics™ 
DataView 

• FactoryTalk® Analytics™ 
DataFlowML 

• FactoryTalk® Analytics™ 
AugmentedModeler 

• FactoryTalk® Historian -
ThingWorx Connector 

• AADvance® OPC Portal 
• AADvance® OPC 

Standalone 
• Trusted® OPC Portal  

 

 



The Active and Active Mature products listed below are unaffected by the Microsoft 
DCOM Hardening patch: 

 
The following products' lifecycle state is End of Life or Discontinued. No action is planned 
to address the Microsoft DCOM Hardening patch, regardless of the effect on the product, 
based on the lifecycle state: 
 

 
 
Rockwell Automation products may be directly or indirectly affected by Microsoft’s patch. 
For example, 

• ThinManager® is directly affected  because it uses DCOM between the 
ThinManager® UI and a remote ThinServer™ service 

• FactoryTalk® Edge Gateway™ is directly affected because it offers an OPC-DA 
ingress point that uses DCOM to establish connection 

• Studio 5000 Logix Designer® is indirectly affected because it uses FactoryTalk® 
Services, specifically FactoryTalk® Security, and FactoryTalk® Services uses DCOM 
between the FactoryTalk® Directory server and FactoryTalk® Directory client 

• FactoryTalk® Product Management is indirectly affected because it uses 
FactoryTalk® ProductionCentre®, and FactoryTalk® ProductionCentre® uses 
FactoryTalk® Services and FactoryTalk® Live Data 

 

Unaffected Products 

• FactoryTalk® Activation 
Manager 

• FactoryTalk® Updater 

• Studio 5000® Add On 
Profiles 

• PanelView™Plus 6 / 7 

• PlantPAx® MPC 

• PlantPAx® Process Object 
Online Configuration Tool 

• Connected Components 
Workbench™ 

• FactoryTalk® Historian ME 

End of Life or Discontinued Products 

• FactoryTalk® Performance 
Management 

• RSView®32 (Active Display) • GuardPLC™ OPC Server 


